GEOQO protocol

Max Demianiuk Dima Chizhevsky

August 30, 2018

Abstract

This document describes GEO — a protocol for highly efficient decentralized
processing of peer-to-peer payments in a distributed network of nodes that is not based on
a common ledger or consensus process. GEO can both serve as'a highly efficient trustless
payment network layer for existing blockchain systems, and facilitate payments in fiat
or other non-blockchain-based units of exchange through a network of distributed trust.
By emphasizing routing features, cross-unit exchange and transaction atomicity, GEO en-
ables efficient inter-blockchain exchange of value. It also provides a unique mechanism for
onboarding users onto the cryptofinance ecosystem. Because the GEO network does not
make use of specialized hubs for routing, even your smartphone can act as a payment pro-
cessing node, eliminating the need for large intermediaries. GEO is blockchain-agnostic,
and integration with a large number of blockchain networks is trivial.
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1 Introduction

The fundamental need in payment processing is ensuring against the possibility of an
actor misrepresenting their holdings to others and ultimately spending the money they don’t
have. The three known ways to prevent participants from making false claims of payments
(also known as the double-spend problem) are:

Using a trusted intermediary to hold a database that at all times expresses the global
truth (this is the trust-based model);

Using a byzantine fault-tolerant consensus protocol, such as the one used by the Bitcoin
cryptocurrency (this is the trustless model); and, nally,

Using a distributed loan accounting mechanism, such as the one used in the historical
Hawala payment network in the Middle East (this is the distributed-trust model).

Only the trustless and the distributed-trust models could be said to enable peer-to-peer
payments. The era of peer-to-peer payments started with the Bitcoin protocol, which enabled
fully trustless transfers of an abstract asset between network participants. Additionally, the
Bitcoin network is completely open and highly censorship-resistant: it is impossible for anyone
who does not possess vast (and well-known) amount of economic power to prevent users from
participating in the Bitcoin network or from sending payment transactions. On the
other side, the trustless approach to P2P payments has a number of drawbacks, fully described
in cryptocurrency literature. To summarize: it is computationally expensive and wasteful; it
cannot operate on lightweight and mobile devices; it gives rise to highly volatile asset prices;
it is often slow; and it requires secure key-management { a big hurdle to broad adoption.

Besides, due to technical and other constraints, the level of interaction between di erent
cryptoassets is insu cient, drastically limiting implementation of the technology. The GEO
Protocol delivers an alternative that is based on the distributed trust model of peer-to-peer
payments, but when applied to blockchain-based cryptoassets, it becomes a fully trustless
system for payments, based on the innovation of blockchain layer 2 networks.

Thus, GEO is able to become a viable link between distributed ledgers, and also between
various kinds of non-crypto assets (for example, " at money, commodities, securities).

1.1 Market overview

We live in a world where technologies have already reached the level that is su cient
for sending funds (money) easily and safely ]| as easily as sending a message, even between
smartphones. Nevertheless, the existing infrastructure adapts very slowly to the new digital
landscape. At present, the nancial world is mostly built on trusted intermediaries who account
for assets and ensure the transactional processing. However, those intermediaries are very
poorly synchronized between themselves (sometimes there are even manual operations still
present), there are no universal standards of interaction, etc. The highlights characterizing the
current state are:

Weak integration. Due to a high cost of integration, just a few payment service providers
cooperate with each other. Fees are charged for transactions (commissions for interna-
tional transfers are especially high), and the transaction speed is extremely low (in some
cases, it could take several days to get money from a sender to the receiver). A pay-
ment can even get lost during the execution of a transaction between the parties. The
fraudulent activity level is high.

Monopolization of the payment processing market. Monopolies and the closed-source
software limit the interaction between the market players and the consumers. The lack
of open-source processing technologies is a deterrent for innovations in the sector. It is
possible to create a great mobile application but many nancial institutions will not be
able to use it simultaneously.

Extreme overregulation of the system plus multiple international restrictions.

Uneven development of the infrastructure.
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The emergence of trustless technologies of accounting for assets and payments allowed
performing protected transactions without intermediaries. Due to the regulation complexity
and geographical restrictions of the legacy nance system on the one hand, and the high
availability level of the newly emerged trustless technology on the other, its use grows actively,
and has, in fact, led to the creation of a whole new economical and technological ecosystem
that we call the crypto industry.

At the same time, despite the new technical possibilities of digitizing and trustless trans-
fers of assets, the characteristics of the known technologies of distributed registries are objec-
tively insu cient to serve retail payments, the exchanges, national currencies, etc.

Moreover, each \crypto asset™ exists as a closed-source system due to the lack of the
industry-wide standardization and the di erence in technological approaches. In this sense, the
crypto industry is even less exible and suitable for synchronization then the legacy nance.

So, at the moment, going beyond is connected with high costs and long wait times, or is
impossible at all, though one can send an asset relatively easily within a country or a blockchain
registry. It is worth mentioning that it is di cult for crypto projects to use derivatives from an
asset, such as 10Us [18]: that makes asset liquidity management much more complicated. To
build a sustainable and e cient trustless infrastructure for exchanging and transferring assets,
a protocol is required to be:

Open (allow to achieve mass adoption and be exible and customizable);
Easily integrated (the ability to make transactions between di erent ledgers);
Atomic (double-spend proof);

Scalable; With higher maximum ow capacity (comparing with the existing processing
technologies);

Lightweight client (where devices such as an ordinary smartphone would be able to act
as a processing node).

1.2 Background and maotivation

For the last few years, technologies in the crypto sector have been evolving rapidly,
mostly in the direction.of consensus mechanism improvement. At the same time, considering
some functional constraints of on-chain technologies and a demand for o -chain solutions have
emerged, especially for state-channel-based protocols.

After an-analysis of existing projects, we have concluded that state channels are not,
in fact, trying to solve all limitations. Some problems still exist, e.g. liquidity inside a state
channel network and the lack of interoperability of di erent crypto assets.

The key features of the GEO protocol are:

There is no common ledger | it is an o -chain protocol. Data is distributed over the
network, and is stored by the nodes between which the channels are installed. Such
an approach allows to reach high throughput, as well as accessibility for less powerful
devices.

Transactions are executed by local consensus of nodes that participate in these transac-
tions.

The protocol provides full atomicity for a multi-ledger network and allows to conduct
complex transactions with several assets.

Composite channels between two nodes. That’s a combination of state channels and
trustlines (10U channels for various digital and physical assets, including at) that allows
building a more exible infrastructure, as well as the integration of the existing ones.
Such a technology provides an opportunity to make trustless transfers of tokenized assets
using state channels, simultaneously implementing scalable trustlines technology with the
ability to create non-tokenized assets.

Implementation of post-quantum cryptography.
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Due to its architecture, the GEO Protocol allows building an infrastructure for various
dApps and solutions such as: payment systems, cross-chain decentralized exchanges (DEX),
rating systems and loyalty programs, delegated democracy, decentralized credit networks, clear-
ing systems, and 10T solutions.

At the moment, our team is working on a concept that ts this description exactly: \ We
are not followers of a certain crypto-asset or technology. On the contrary, our goal is to create
a flexible infrastructure protocol that connects different ideas and ledgers, including centralized
ones. We believe that only an open and equally accessible solution will connect all industry
participants evolutionarily (as it happened with HTTP or SMTP)"

1.3 Related work

Lightning network

The most famous implementation of the state channel is the Lightning Network[6], which
was recently launched on mainnet. The network handles the routing of multi-hop payments
across a distributed network of nodes, secured using the hashed time-locked contracts (HTLCs)
approach. It uses modi ed Dijkstra’s algorithm [22] (an algorithm for nding the shortest paths
between nodes in a graph, which may represent, for example, road networks) and onion routing
Sphinx[23] to securely and privately route HTLCs within the network. By itself, HTLC is an
atomicity solution for Lightning. The key di erences between Lightning and the GEO Protocol
are:

Lightning is built on top of Bitcoin and can be implemented only by blockchains with
same hash function as those of Bitcoin. GEO Protocol ‘is blockchain-agnostic, able to
connect di erent ledgers and exchange di erent kinds of assets;

In terms of the topology collection method, GEO nodes need to know only their rst-level
connections, unlike Lightning, where the gossip protocol is implemented, which requires
storing more topology information and refreshing it constantly. This may lead to network
overload and become a scalability issue.

GEO utilized a di erent-approach to achieve atomicity. While Lightning uses HTLC
that may cause a loss of intermediary funds in case of disconnecting from the network,
GEO Protocol is relying on observers, network participants with a separate protocol that
ensures the full atomicity of payments.

GEO Protocol supports atomic multi-path payments, and Lightning Network does not.
At present, these types of operations it only exist in a form of proposal for Lightning[24].

There are no transaction fees in'the GEO Protocol, while the Lightning Network requires
transaction fees.

Interledger

Interledger Protacol (ILP)[17] proposed a protocol for secure payments between di erent
ledgers through an arbitrary chain of ledgers and connectors that can use various types of
relations in order to reach the nal destination | a receiver.

ILP routing is similar to BGP routing. It’s performed by special nodes | connectors
(they could be run either by a person or by a large enterprise and may act as a DEX). Each
connector has its own routing table where the path and next hop are determined. Tables are
created when a new connector is added based on the tables that belong to other connectors or
can be con gured manually. When a packet is received, the connector sends it further based
on its table and using the Longest pre x match rule.

Interledger uses HTLA (hash time-lock agreement), an agreement based on trust between
participants, but with all payments divided into small parts, so that if one of intermediaries
steals the money, then they will lose their reputation. GEO Protocol supports full atomicity
due to the Observers Chain | a private blockchain with BFT consensus [15; 16] that provide
payment nality.

Preliminarily, ILP had the atomic mode that provides atomicity for payment chains in
which the participants can agree upon a group of notaries. However, due to concept complexity
of the implementation in a cross-chain environment, as well as the fact that users would have
to trust notaries, this concept has not yet been implemented.
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Celer Network

Celer Network[14] constructs generalized state channels technology that aims to scale
di erent blockchains. The main dierence is the ability to scale smart contracts. Celer is
based on the Backpressure algorithm[9; 10] that is aimed to achieve high throughput instead
of nding the shortest path as most path-based projects do. In a nutshell, it works like this:
each node in each point in time calculates congestion of its rst level. During the calculation,
the transactions queue and the channel imbalance are taken into account. When a calculation
is completed, the node sends a transaction to a node with the lowest congestion. This process
repeats until a node reaches receiver node or its rst level (in this case, congestions of receiver
is believed to be 0).

The key di erence between GEO Protocol and Celer Network lies in the mission of the
projects. Celer Network aims to scale every blockchain, but the goal of GEO is to make the
transfer of di erent assets as easy as possible and to connect di erent ledgers.

Another di erence lies in the way atomicity is achieved. Celer uses HTLR (hash time
lock registry) that is the extension for Sprites's PM [4] (Preimage manager) | something
like an arbitrator for the HTLC that would allow delegating the function of taking decisions
regarding the expiration of the lock contract period from each individual node to the central
registry, and thus avoiding the problem where one of the payment participants loses money
whileo ine.

In the HTLR, there are two dependency endpoints | IsFinalized, QueryResult. The
rst one returns if a preimage has been registered before the block number, the second one
returns if a preimage has been registered. Potentially, these two functions can be united into
one. It should be noted that the HTLR is always on-chain.

Related research

There are a few papers that are describing routing algorithms for distributed networks.

Landmark [8] routing was proposed as one of the options for decentralized payment
routing in several payment channels. The key idea of Landmark routing is the de nition of the
shortest path from the sender to the receiver through an intermediate node called Landmark
| usually a well-known node with high connectivity.

SpeedyMurmurs [2] complements the previous shortest path routing algorithms by
accounting for the available balances in each payment channel. In the protocol, the embedding
pre x tree is used for routing | node coordinates tree, in which coordinates are assigned in
the form of vectors, starting with an empty vector at the landmark/root. Each internal node of
the spanning tree is-its children and appends the enumeration index of a child to its coordinate
to obtain the child coordinate. The distance between the two coordinates corresponds to the
length of the shortest path in the spanning tree between them. When changing the network
topology (especially when removing nodes), there are often situations when one needs to update
the information on a large part of the nodes ( the pre x tree). This approach is sensitive to
malicious modi cation of the pre x tree and the generation of duplicate coordinates (there
must be a central register of already issued coordinates to solve this problem).

Flare [19] is a routing algorithm that was proposed for the Lightning network by the
ACINQ team. It also aims to nd the shortest path, but uses totally new approach. The node
constructs its own routing tables where it can nd a path to the rst (second or even more)
level nodes. When two nodes have to make a transaction between each other, they exchange
their tables and search for intersections. If there are no such intersections, they can use other
routing tables using special nodes { beacons (any basic node that agreed to be a beacon for a
particular user). The process repeats until path is found.

All the proposed solutions have made a signi cant contribution to the development of
the entire industry and in speci ¢ directions as well.

Nevertheless, the above-mentioned constraints such as atomicity gaps, the ine ectiveness
of topology collection and the interoperability issues are crucial and relevant for rapid market
evolution.
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2 GEO Protocol

The GEO Protocol provides the ability to implement a decentralized peer-to-peer net-
work that allows its members to transfer atomic assets, including the exchange of di erent types
of assets. While designing the basic principles of the protocol, we addressed the limitations
of existing distributed systems, including most blockchain-based systems, and their scalability
and transaction throughput challenges.

In the GEO Protocol, consensus is reached only between the parties who are directly
involved in the transaction. At the same time, they do not have information about the state of
the rest of the network. There is no common ledger for the assets that present in the network,
as well as the general source of information about the network itself. There are two types of
channels in the GEO network:

Trustlines | channels between two parties in the network, that provide for simple and
fast assets transfers, but are not connected to any external ledger and, as a result, are
not related to any external environment.

State channels | channels between two parties in the network that use trustlines as their
basis, but are also related to external ledger, and are mirroring their balances to it.

Both types of channels might be used by any pair of participants of the network simul-
taneously and for processing various types of assets.

Due to the state channels, one can bypass the existing limitations such as scalability and
interoperability. The main idea of the GEO Protocol is not to attach to one blockchain, but
to allow users to have access to multiple channels between two nodes in di erent assets.

However, taking advantage of distributed technologies, we do not want to ignore the
existing nancial solutions of the real world. Therefore, an important approach of the GEO
Protocol is the transfer of nancial relationships to decentralized realities through the use of
IOUs. This solution, taking advantage of distributed systems, allows creating a multi-equivalent
credit network without a central issuer. Users form such a network independently with the
help of their existing real-life relationships.

The Geo Protocol has combined two technologies: the exibility of real nancial relations
(digitizing the selective trust of the real world) and the security of decentralized solutions in
the trustless environment. We call these kinds of connections between two nodes \composite
channels." The name fully re ects its multi-component nature, since there are di erent types
of channels, equivalents and assets present in the connections.
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